
The NetSecureSME is an affordable All-in-One Security Appliance designed for small-to-
medium-sized enterprises (SMEs) to protect and secure their networks from outside intrusion.
Its network access security components consists of Network Packet Routing and Forwarding,
FireWall, Virtual Private Network and Management and Logging. The NetSecureSME
features 8built-in  port switches  and 2 WAN port switches which connect the corporate’s
local area network (LAN) to the Internet through an external access device.

The NetSecureSME router features an ICSA certified, advanced Stateful Packet Inspection
Firewall, and acts as a Virtual Private Firewall (VPN) endpoint.  It  has two WAN Interfaces;
Demilitarized Zone (DMZ) interface and  a LAN interface.

.

What is The NetSecureSME Security Appliance?

What are the key features and benefits of The NetSecureSME?

The NetSecureSME is a fully integrated high-performance Security Appliance for
small-to-medium-sized enterprises (SMEs). The NetSecureSME’s high-performance
security and routing features that support business-class applications such as server hosting,
video-conferencing, video streaming and sophisticated routing schemes. The NetSecureSME
provide SMEs with turn-key security solutions to protect corporate’s data, networks,
applications and gateways..
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Part Number        Product Description

Basic protocols

· TCP/IP, UDP, ARP, ICMP and BSD sockets (Taken from
the OS distribution - Linux or VxWorks)

· Proxy ARP
· Configuration support to add Static ARP entries.

LAN

· DHCP Server (RFC 2131).Support to reserve MACs.
· DHCP Relay
· Embedded HTTP server (RFC 2616)
· DNS Relay
· Multi-Home support to LAN interface.
· Classification of LAN network into multiple network

groups.
· Administrator can define multiple IP address ranges or

set of IPs for network groups’ classification.
· Administrator can assign deferent polices like firewall

rules for each network group.
· Network group and User Group based traffic rate

limiting
o Connection rate limiting feature
o Bandwidth limiting feature

· DMZ and Corp LANs. Separate DHCP server instances
and Firewall rules for DMZ and Corp LANs.

·

.

WAN

· Three WAN protocols (DHCP Client or PPTP or PPPoE)
and support to set static WAN interface parameters.
The RFCs used for PPTP and PPPoE are
RFC1661 - The Point-to-Point Protocol (PPP)
RFC1332 - The PPP Internet Protocol Control Protocol
RFC1994 - PPP CHAP
RFC2433 - Microsoft PPP CHAP Extensions
RFC1334 - PPP Authentication Protocols (PAP)
RFC2637 - Point-to-Point Tunneling Protocol (PPTP)
RFC2516 - A Method for Transmitting PPPoE.

The RFC used for DHCP Client are RFC 2131
· Four Internet access modes (Static, DHCP, PPPoE or

PPTP).
· Support to switch between Internet access modes.
· Dynamic DNS (DDNS) with multiple domain names

support.
· Supports different DDNS services

‘DynDns.org’( www.dyndns.com),
‘TZO.com’(www.tzo.com) and
‘Oray.net’(www.oray.net).

· Dual WAN ports with Load Balancing and FailOver
support

· Three WAN modes (Failover or Load balancing or

Features and Benefits
Net Access



Basic NAT · Always NAT
· No NAT (Classical routing)
· Many-to-One NAT
· One-to-One NAT
· Restricted cone NAT
· DNAT (Dynamic NAT) IP address range
· NAT policy database. – Set of NAT policy records, administra tor

configures each policy record indicates NAT need to applied or not for
the give 5-tuple of the traffic.

NAT ALGs and protocol
support

Applications requiring ALGs

- General
- FTP
- ICMP (Echo, Echo response, Destination unreachable, time exceed

& source quench)
- SQLNet
- NetBIOS
- TFTP
- DNS (for Internal DNS Server hosting)

- Video / Streaming applications
- RTSP

QuickTime
Real Player (Real Audio / Real Video)

- H.323 v2/v3 (ASN1 PER encoding and decoding included)
- NetMeeting (3.01/4.4.3)
- Intel Video Phone

- H.323 v4 ALG – support H.323 signaling/control as well as
streaming/data.

- SIP Audio & Video (UDP/ TCP)
- Communication

- MIRC
- AOL Instant Messenger 5.5
- AOL enhanced chat
- ICQ2003a/b
- Net2Phone
- Microsoft Instant Messenger 6.2
- Windows Messenger 5.0

- Security Related
- IPSec ESP (IPSec client from internal network)
- IKE

Other applications not requiring ALGs tested with the NetSe cure SME’s
NAT
- General
- LDAP
- HTTP
- SMTP

FireWall



For more information, please contact:
Yosemite Communications, Inc.
3350 Scott Blvd., Bldg 65-02
Santa Clara, CA 95008
Tel: 408 426-4428, Fax: 408 997-3371
E-mail: sales@yosemitecomm.com
Website: www.yosemitecomm.com

IPsec IPsec with support for the following:
- AH/AH-ESP
- Encryption algorithms including:

- DES-CBC
- 3DES-CBC
- AES (compliant with draft-ietf-ipsec-ciph-aes-cbc-02.t xt)

- Hashing algorithms including:
- HMAC-SHA1
- HMAC-MD5

- Operating modes support:
- Tunnel mode

- PMTU support
- Network statistics for Ipsec

RFCs implemented for the above functionality:
RFC 2401 – General IP Security Protocol
RFC 2402 – Authentication Header Protocol
RFC 2403 – HMAC-MD5-96
RFC 2404 – HMAC-SHA1-96
RFC 2405 – DES-CBC Cipher algorithm
RFC 2406 – Encapsulation Security Payload Protocol
RFC 2407 – Domain of interpretation

IKE IKE with support for the following:
- Authentication support includes:

- Pre shared keys
- RSA signatures

- Xauth (integrated to use legacy authentication mechanisms
such as RADIUS servers, Windows user name / password)
(draft-beaulieu-ike-xauth-01.txt)

- Operating modes include:
- Main mode
- Aggressive mode
- Quick mode

- Certificate Support:
- X.509 v3 certificates
- Certificate upload using DER / PEM format

- Config mode (support for configuring IP addresses, subnet
mask, DNS and WINS) (draft-dukes-ike-mode-config-01.txt )

- Diffe-Hellman Group support including:
- Group 1
- Group 2
- Group 5

- IKE encryption algorithms

VPN


